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The kernel as a target

• Modern browsers and common userland apps got harder and harder to exploit 

(Canaries, ASLR, W^X, RELRO, BPF_SECCOMP, too much fuzzing, ...)

• Attackers started seeing the kernel as a more attractive target of high value bugs

• 355 kernel vulnerabilities reported in 2013, ~150 more than 2012

• This paper demonstrates a new design weakness that undermines kernel/user 

isolation
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Threat model (ret2usr)

Toy exploit flow

• A kernel bug lets the attacker control a function 

pointer/data pointer of a kernel object

• The attacker sets that pointer to a user-space address 

containing shellcode or a fake kernel object

• Kernel follows the pointer and executes attacker-

controlled data in kernel privilege



Past defenses

Defenses that block execution of user memory

Defense How it does it

KERNEXEC
Set the most significant bit of indirect function-
pointer/return targets

SMEP
Hardware checks the U/S page bit: kernel mode may not 
execute a user-marked page

PXN SMEP but for ARM

kGuard Compiler-assisted runtime checks at control-flow transfers



Past defenses

Defenses that block access to user memory

Defense How it does it

UDEREF Remap user memory at runtime

SMAP
Hardware blocks supervisor access to user-marked pages
unless the kernel explicitly opts in.



Past defenses



Previous methods

All of the previous defenses enforced the same policy:

But what if one could reference attacker-controlled data 

using a kernel-space address?

Kernel code must not execute 
or dereference user-space addresses

All of the previous defenses would be useless



Kernel Memory Layout
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physmap

Linux pre-maps the entire* physical RAM into the physmap region at boot
A fundamental optimization and the building block of kmalloc

• Fast (de)allocation without touching page tables

• Guaranteed physically contiguous memory

• Simple virtual <-> physical translation



physmap



The ret2dir attack

• The user-space payload resides at a physical RAM address

• Find the physmap alias of that physical address

• Trigger the memory corruption bug

• Defenses won't complain, since the 

alias is a kernel address



The ret2dir attack
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Challenge 1: finding the physmap alias

/proc/[pid]/pagemap
• Provides one 64-bit entry per virtual page of a process.
• bit 63 = page present in RAM
• bits 0–54 = PFN

PHYS_OFFSET: starting address of physmap in kernel space
• Architecture-specific
• Constant, unaffected by kASLR

PFN_MIN: first page frame number 
• In ARM Versatile RAM starts at 0x60000000; PFN_MIN = 0x60000)
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Challenge 2: ensure existence of alias

• On 32-bit Linux, physmap covers only the 
lower portion of physical memory

• User pages are taken from high memory 
addresses first, exactly the region that 
physmap doesn't cover

• Create enough memory pressure that the 
allocator eventually serves pages from lower 
addresses (check pagemap until we get a 
small enough PFN)
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Challenge 3: no pagemap

What if we don't have access to pagemap at all?

Do it probabilistically!

• Pollute memory with page-aligned copies of the payload

• Choose a random aligned physmap address and hope it lands on one 

of the sprayed aliases.

Optimization: exclude pages known to be occupied from BIOS/kernel

Probability of success: N / (PFN_MAX – PFN_MIN)
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Example ret2usr -> ret2dir attackProposed solution: XPFO

eXclusive Page Frame Ownership:
A physical page belongs to userspace or 

kernel space, not both.

• When a page frame is assigned to a user process, XPFO unmaps its physmap synonym

• When the page returns to the kernel, XPFO maps the physmap entry back

• Before reuse by the kernel, reclaimed user pages must be wiped

XPFO successfully prevented all tested ret2dir exploitation attempts

~500 LOC Linux kernel patch



Evaluation: XPFO
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• Across Phoronix macro/micro-
benchmarks, XPFO adds 0.18% 
to 2.91% overhead.

• Memory overhead at about 
+3MB per 1 GB of ram

Evaluation: XPFO

%Overhead



Evaluation: XPFO

23

The end

Thank you! Questions?


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38

